
PROCEEDINGS OF SPIE 

 
 
 
 
 

Volume 12714 
 
 

Proceedings of SPIE 0277-786X, V. 12714 
 

SPIE is an international society advancing an interdisciplinary approach to the science and application of light. 

 

International Conference on 
Computer Network Security and 
Software Engineering (CNSSE 2023) 
 
 
 
Xiaohao Cai 
Badrul Hisham bin Ahmad 
Editors   

 
 
10–12 February 2023 
Sanya, China 
 
 
Organized by 
Harbin University (China) 
 
Sponsored by 
Universiti Teknikal Malaysia Melaka (Malaysia) 
 
Published by  
SPIE 
                                       
 

International Conference on Computer Network Security and Software Engineering (CNSSE 2023), 
edited by Xiaohao Cai, Badrul Hisham bin Ahmad, Proc. of SPIE Vol. 12714, 1271401 · 

© 2023 SPIE · 0277-786X · doi: 10.1117/12.2687304

Proc. of SPIE Vol. 12714  1271401-1



The papers in this volume were part of the technical conference cited on the cover and title page. 
Papers were selected and subject to review by the editors and conference program committee. 
Some conference presentations may not be available for publication. Additional papers and 
presentation recordings may be available online in the SPIE Digital Library at SPIEDigitalLibrary.org. 
 
The papers reflect the work and thoughts of the authors and are published herein as submitted. The 
publisher is not responsible for the validity of the information or for any outcomes resulting from 
reliance thereon. 
 
Please use the following format to cite material from these proceedings: 
Author(s), "Title of Paper," in International Conference on Computer Network Security and Software 
Engineering (CNSSE 2023), edited by Xiaohao Cai, Badrul Hisham bin Ahmad, Proc. of SPIE 12714, 
Seven-digit Article CID Number (DD/MM/YYYY); (DOI URL). 
 
ISSN: 0277-786X 
ISSN: 1996-756X (electronic) 
 
ISBN: 9781510666511 
ISBN: 9781510666528 (electronic) 
 
Published by 
SPIE 
P.O. Box 10, Bellingham, Washington 98227-0010 USA 
Telephone +1 360 676 3290 (Pacific Time) 
SPIE.org 
Copyright © 2023 Society of Photo-Optical Instrumentation Engineers (SPIE). 
 
Copying of material in this book for internal or personal use, or for the internal or personal use of 
specific clients, beyond the fair use provisions granted by the U.S. Copyright Law is authorized by 
SPIE subject to payment of fees. To obtain permission to use and share articles in this volume, visit 
Copyright Clearance Center at copyright.com. Other copying for republication, resale, advertising 
or promotion, or any form of systematic or multiple reproduction of any material in this book is 
prohibited except with permission in writing from the publisher. 
 
Printed in the United States of America by Curran Associates, Inc., under license from SPIE. 
 

Publication of record for individual papers is online in the SPIE Digital Library. 

 

SPIEDigitalLibrary.org 
 
 
 
Paper Numbering: A unique citation identifier (CID) number is assigned to each article in the 
Proceedings of SPIE at the time of publication. Utilization of CIDs allows articles to be fully citable as 
soon as they are published online, and connects the same identifier to all online and print versions 
of the publication. SPIE uses a seven-digit CID article numbering system structured as follows: 

 The first five digits correspond to the SPIE volume number.       
 The last two digits indicate publication order within the volume using a Base 36 numbering 
system employing both numerals and letters. These two-number sets start with 00, 01, 02, 03, 04, 
05, 06, 07, 08, 09, 0A, 0B … 0Z, followed by 10-1Z, 20-2Z, etc. The CID Number appears on each 
page of the manuscript. 

 

Proc. of SPIE Vol. 12714  1271401-2



  Contents 
 
  vii Conference Committee 
  

   COMPUTER NETWORK SECURITY AND SYSTEM DESIGN 
     
  12714 02  A survey of the accountability framework for jobs of batch computing services [12714-90] 

     
  12714 03  Deep-learning-based intrusion detection methods [12714-46] 

     
  12714 04  Research on university network security situation assessment model [12714-23] 

     
  12714 05  Analysis and countermeasures of campus network security protection under IPV6 architecture 

[12714-22] 
     
  12714 06  Docker-based security protection system for container applications [12714-13] 

     
  12714 07  Recommendation system-application of unbiased deep learning in recommendation system 

with causal inference [12714-67] 
     
  12714 08  Design of computer network secure storage system based on big data clustering algorithm 

[12714-9] 
     
  12714 09  A big data technology for computer intrusion detection [12714-87] 

     
  12714 0A  Intrusion detection model based on GA-BP [12714-62] 

     
  12714 0B  Internet of Things: oriented data security risk monitoring system [12714-80] 

     
  12714 0C  Program completeness verification mechanism based on static analysis [12714-18] 

     
  12714 0D  DeCsmith, an automatic generation tool of equivalent program [12714-14] 

     
  12714 0E  P2P based on network behavior analysis trust value calculation method [12714-19] 

     
  12714 0F  Nonlinear congruential generator over a GF(28) and its applications in improving AES key 

expansion algorithm [12714-5] 
     
  12714 0G  Research on sea surface garbage classification algorithm based on improved VGG network 

[12714-51] 
     
  12714 0H  A dynamic program analysis-based method for floating-point program precision loss detection 

[12714-39] 

iii

Proc. of SPIE Vol. 12714  1271401-3



     
  12714 0I  An admission control method for CAN networks based on voltage fingerprinting [12714-89] 

     
  12714 0J  A deep reinforce learning-based intrusion detection method for safeguarding Internet of Things 

[12714-65] 
     
  12714 0K  Optimize value-flow analysis based static vulnerability detection by solver rating [12714-15] 

     
  12714 0L  ECOPY: Data-free model stealing for deep neural network [12714-45] 

     
  12714 0M  Design of the audio security system based on Internet of Things [12714-27] 

     
  12714 0N  Research on ARP attack principle and defense measures in LAN [12714-55] 

     
  12714 0O  SQLDAF: SQL injection attack active defense system based on randomized method pool 

[12714-68] 
     
     

   SOFTWARE MANAGEMENT AND AUTOMATION TESTING 
     
  12714 0P  Numerical control machining error compensation technology based on three-coordinate 

calibration [12714-85] 
     
  12714 0R  Research and practice of management methods to enhance military software development 

capability [12714-28] 
     
  12714 0S  Design and application of software performance testing process based on web application 

[12714-73] 
     
  12714 0T  Research and implementation of document printing control method based on virtual 

component [12714-33] 
     
  12714 0U  Design method of aircraft water system architecture based on model [12714-16] 

     
  12714 0V  A survey of automatic exploitation of binary vulnerabilities [12714-58] 

     
  12714 0W  Research on construction and application of stack overflow Q and A website ontology  

[12714-36] 
     
  12714 0X  Automatic generation of security policy based on standardized security configuration  

[12714-38] 
     
  12714 0Y  Research and application of unmanned aerial vehicle control platform for electric power 

infrastructure [12714-54] 
     
  12714 0Z  Application of big data technology in the design of TESOL system [12714-69] 

     
  12714 10  Classification model of packed malware with attention mechanism [12714-26] 

iv

Proc. of SPIE Vol. 12714  1271401-4



     
  12714 11  The automatic evaluation system based on open source hardware of endurance running in 

senior high school entrance physical examination [12714-52] 
     
  12714 12  A fuzzing scheme for microkernel operating system based on relationship between system 

calls [12714-8] 
     
  12714 13  A rational decision-making approach based on Bayesian network and BDI model for 

autonomous driving system [12714-43] 
     
  12714 14  Method of transformer top oil temperature forecasting based on grey-autoregressive 

differential moving average model [12714-2] 
     
  12714 15  Internet of Things-based mechanical condition monitoring system for power transmission 

towers [12714-47] 
     
  12714 16  Application of master data technology in enterprise data governance [12714-48] 

     
  12714 17  Design of high performance distributed storage system [12714-81] 

     
  12714 18  The design of RX software identification number [12714-59] 

     
  12714 19  A reliable transmission mechanism for data file extraction [12714-49] 

     
  12714 1A  Fast simulation system of lug based on open source software [12714-66] 

     
     

   ADVANCED ALGORITHM AND INTELLIGENT SIGNAL PROCESSING 
     
  12714 1B  An intrusion detection system for container cloud via graph translation and short sequence 

mapping of system call traces [12714-34] 
     
  12714 1C  Abnormal behavior detection of ships in river T-intersection area based on shore-based 

surveillance radar data [12714-50] 
     
  12714 1D  Research on comprehensive dispatching of earthquake relief based on emergency 

management [12714-53] 
     
  12714 1E  Improved PBFT consensus algorithm based on RSA [12714-12] 

     
  12714 1F  Research on computer network based on communication data crossing technology [12714-79] 

     
  12714 1G  Comprehensive evaluation method based on entropy theory and intermediate truth value 

measurement [12714-21] 
     
  12714 1H  Construction of university laboratory safety education system based on mobile platform 

[12714-20] 
     
     

v

Proc. of SPIE Vol. 12714  1271401-5



12714 1I Intelligent management of maintenance information of magnetic resonance imaging 
equipment [12714-77] 

     
  12714 1J  Algorithm for identifying college students with financial difficulties [12714-11] 

     
  12714 1K  Attack detection system based on provenance graph semantic analysis [12714-30] 

     
  12714 1L  An efficient differential privacy federated learning scheme with adaptive privacy budget 

[12714-86] 
     
  12714 1M  Browser fingerprint linking based on transformer-encoder model [12714-41] 

     
  12714 1N  Research on unlabeled target domain adaptive information processing based on TrAdaBoost 

algorithm [12714-56] 
     
  12714 1O  Fine-grained mutation strategy based on critical bytes [12714-57] 

     
  12714 1P  A new parallel algorithm for transient structural analysis based on heterogeneous multi-core 

processor architecture [12714-74] 
     
  12714 1Q  Research on visual recognition method of distribution network grounding ring [12714-24] 

     
  12714 1R  A web service recommendation method based on reputation evaluation in small world 

heterogeneous network [12714-44] 
     
  12714 1S  Identity-based key-preserved compacted representative signature as a teaching case of 

cryptography [12714-37] 
     
  12714 1T  TEN: temporal excitation network for video action recognition [12714-61] 

     
  12714 1U  Quantum hash function of continuous-time quantum walk based on cycle under broken-line 

decoherent noise [12714-60] 
     
  12714 1V  Dynamic moving target defense strategy based on adaptive port hopping in SDN [12714-71] 

     
  12714 1W  Cooperative control method for heterogeneous wireless networked robots based on parallel 

control [12714-83] 
     
  12714 1X  Development and application of geological laboratory information management system 

[12714-29] 
     
     

 

vi

Proc. of SPIE Vol. 12714  1271401-6



Conference Committee 
 
 
Conference Chair 

Badrul Hisham bin Ahmad, Universiti Teknikal Malaysia Melaka 
(Malaysia) 

 

Publication Chair 

Sunil Kumar Jha, Adani University (India) 
 

Program Committee Chair 

Mohammed Akour, Yarmouk University (Jordan) 
 

Publicity Chair 

Xiaohao Cai, University of Southampton (United Kingdom) 
 

Program Committee 

Kechao Wang, Harbin University (China) 
Fangfang Jian, Henan University of Science and Technology (China) 
Cheng Jin, New United Group Company Ltd. (China) 
Yongquan Yan, Shanxi University of Finance and Economics (China) 
Wenshun Sheng, Nanjing Tech University (China) 

 

Technical Program Committee 

Paul Blondel, Universite Picardie Jules Vernes (France) 
Mamoun Alazab, Charles Darwin University (Australia) 
Anhui Liang, Guangdong University of Technology (China) 
Kevin Cohen, University of Colorado Boulder (United States) 
Marcin Paprzycki, Systems Research Institute (Poland) 
Maria Ganzha, Warsaw University of Technology (Poland) 
Mahmoud AlShawabkeh, Guangxi Normal University for Nationalities 

(China) 
Ying-Ren Chien, Nationallan University (China) 
Vladimir G. Chigrinov, Foshan University (China) 

 

vii

Proc. of SPIE Vol. 12714  1271401-7



Proc. of SPIE Vol. 12714  1271401-8


